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CSCS 2024 Activity Report

In 2024, CSCS have provided:
- 7 digital security training to different organizations, totaling about 40 hours
- 4 incident response cases
- 3 digital security health checks (audits), totaling about 20 hours


https://drive.google.com/drive/folders/1CXMlw9jHtBKbt8WfKWG2xZt01rmOgm3f
mailto:contact@cscs.asia

Through our service, we observe the following trends:

Organizations are interested in the use of generative Al, while having data security
concerns about them.
Increase in targeted and customized phishing emails.

In response to these trends, we recommend non-profit organizations:

Evaluate the terms of service and privacy policies of online generative Al tools before
using them. Set organizational guidelines for using these tools.

As a default rule, avoid submitting any non-public information to online generative Al
tools, such as email drafts, meeting notes or recordings, funding proposals, and so
on.

Increase awareness of phishing.

Simple and high priority items that we suggest organizations to adopt:

Use separate browsers and accounts for work and private matters, to better
compartmentalize sensitive information, so that the impact of breaches is limited.
Turn on multi-factor authentication for important online accounts such as Google and
Facebook accounts.

Switch to Signal messenger for sensitive communications.

In addition, we made efforts to strengthen our community’s health and sustainability:

We provided a series of Training of Trainer sessions to attract and recruit new
volunteer trainers. This series of sessions were attended by 12 new trainers.

We held a series of 8 public hackathons to update our teaching materials
(slideshows). This helped strengthen the relationship of our community members,
and attracted outside contributors. The resulting slideshows (in Traditional Chinese)
are published here:

https://drive.google.com/drive/folders/1 CXMIw9jHtBKbt8WIKWG2xZt01rmOgm3f

Looking forward to the future:

CSCS aims to continue training our new trainers so we can grow our service
capacity.

CSCS aims to continue organizing public monthly hackathons to update our teaching
materials. We welcome attendance from members of the public who are interested in
personal and non-profit organizations digital security. For those interested, please
contact contact@cscs.asia
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